US 20160182571A1

a9 United States

a2y Patent Application Publication (o) Pub. No.: US 2016/0182571 Al

VAN PHAN et al.

43) Pub. Date: Jun. 23, 2016

(54) LAWFUL INTERCEPTION AND SECURITY

Publication Classification

FOR PROXIMITY SERVICE
(51) Imt.CL
(71)  Applicant: NOKIA SOLUTIONS AND HO4L 29/06 (2006.01)
NETWORKS OY, Espoo (FI) HO4W 76/02 (2006.01)
HO4L 12/24 (2006.01)
(72) Inventors: Vinh VAN PHAN, Oulu (FI); Ling YU, HO4W 8/00 (2006.01)
Kauniainen (FI); Kari Veikko (52) US.CL
HORNEMAN, Oulu (FT) CPC ... HO4L 63/30 (2013.01); HO4L 63/0281
(2013.01); HO4W 8/005 (2013.01); HO4W
(73) Assignee: Nokia Solutions and Networks Oy, 76/023 (2013.01); HO4L 41/048 (2013.01)
Espoo (FD) (57) ABSTRACT
(21) Appl. No.: 14/907,594 Lawful interception and security for proximity service There
) are provided measures for lawful interception and security for
(22) PCT Filed: Aug. 28,2013 proximity service. Such measures could include performing
control in relation to a connection of a proximity service
(86) PCT No.: PCT/EP2013/067750 between at least two devices, determining at least one lawful
§371 (c)(1), interception and security agent located within the proximity
(2) Date: Jan. 26, 2016 service range of at least one device to be intercepted among
the at least two devices, and controlling the determined at
(30) Foreign Application Priority Data least one lawful interception and security agent to perform an
operation relating to lawful interception and/or security in
Jun. 14,2013 (CN) .o PCT/CN2013/077258 relation to the connection of the proximity service.
controlling network entity
'Y 3 r Y
/”, ./'," \\\\ N ~
l,, /', \\\ \'\.
7
e /, y ~ \'\
a N
¢ Ay
v LISA \
7 \
B AY
[ AY
! \
.I A}
.I ‘\
1 A
o \
! \
! v v \
; D2D :
|| UE#1 e——> UE#2 | !
._ :
] 1
M I
1
L
]



